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Reference No. 21UCDMS-OANS-10-01 

ADVISORY 

TO :  ALL GOVERNMENT AGENCIES AND THE PUBLIC 

THRU  : CIVIL SERVICE COMMISSION 

SUBJECT  : Authentication and Use of Philippine Identification 
(PhilID) Card 

DATE : 04 October 2021 

In relation to the Philippines Statistics Authority’s (PSA) previous advisory 
dated 19 May 2021 regarding the acceptance of the Philippine 
Identification (PhilID) card as official proof of identity for transactions with 
government and private entities, please be advised that this advisory is 
being issued to provide additional information on the authentication and 
use of the card. 

Specifically, this advisory aims to inform the public and all government 
agencies, who are potential relying parties of the Philippine Identification 
System (PhilSys), on the following matters:  

1. Guidance on methods for relying parties to verify the identity of a
registered person presenting a PhilID, including visual inspection of
the physical security features, cryptographic verification of the
digitally signed demographic information in the Quick Response
(QR) code, and how to qualify this as an offline authentication in
accordance with Republic Act (RA) No. 11055 otherwise known as
the PhilSys Act; and

2. Specifications for the demographic information in the QR code,
which enable relying parties to use this for automated data entry,
such as pre-filling forms.
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Under RA No. 11055, the PhilSys aims to eliminate the need to present 
other forms of identification when transacting with the government and the 
private sector. The PhilID, in physical or mobile1 format, and the PhilSys 
Numbers (PSN) or any of its derivatives such as the PhilID Card Number 
(PCN), subject to authentication, shall be a sufficient proof of identity. 
Thus, relying parties which include national government agencies (NGAs), 
local government units (LGUs), government-owned and controlled 
corporations (GOCCs), government financial institutions (GFIs), 
educational institutions, and all private entities are mandated by law to 
accept the same for purposes of identification.  

We reiterate that any person or entity who shall refuse without just and 
sufficient cause on the acceptance, acknowledgement and/or recognition 
of the PhilID or PSN, subject to authentication, as the sufficient proof of 
identification of the holder/possessor shall be liable for violation of RA No. 
11055.2 

The revised Implementing Rules and Regulations (IRR) of RA No. 11055, 
provides for two types of authentications: 

1. Offline authentication refers to the process in which the identity of
an individual is validated against the information contained on the
PhilID by the relying party. This is further described in the IRR as
the presentation of the PhilID and the matching of the data stored in
the QR code on the PhilID.

2. Online authentication refers to the process in which the identity of
an individual is validated real-time against the PhilSys Registry by
the relying party through secured connectivity.3 The PSA is currently
in the process of developing and piloting fingerprint, face, iris, SMS
One Time Password, and demographic verification. Further
guidance will be issued for this type of authentication.

Part I. Methods of Verifying Identity Using a PhilID Card 

Method 1: Visual Inspection of Physical Security Features of the 
PhilID Card 

1 PSA to release mobile PhilID in the form of smartphone application 
2 Section 19 of RA No. 11055 
3 Section 4 (a) of the Revised IRR of RA No. 11055 
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The physic 
 al security features of the PhilID card can be assessed to 

determine whether it is authentic and the demographic information and 
photo on the card have been tampered.  

When combined with comparing the data printed on the card with the data 
in the QR code (which can be read by any device with a camera or 
scanner), this visual inspection qualifies as an ‘offline authentication’ 
under the IRR for RA 11055, as amended. 

For reference, attached as Annex A is the Guidelines on Validating Overt 
and Covert Security Features of the PhilID. 

Method 2: Cryptographic Verification of the Digital Signature in the 
QR Code through the PhilSys Website  

The demographic information in the PhilID QR code has been digitally-
signed by the PSA using the Edwards-curve Digital Signature Algorithm 
(EdDSA). This provides the ability for relying parties to use asymmetric 
cryptography i.e., the public key corresponding to the private key used to 
sign the data in order to verify with high levels of assurance if the 
information has been issued by the PSA (as contained in the PhilSys 
Registry) and has not been tampered with. 

The PSA has developed a PhilID QR Code Verification (PQRCV) website 
to use public-private key cryptography to allow relying parties to verify if 
the data in the QR Code has been issued by the PSA and has not been 
tampered with. Any computer or smart device with a camera and internet 
browser with internet access can use the PQRCV website. PSA will 
provide the URL once it is launched.  Although this method is delivered 
through an internet website, it qualifies as an ‘offline authentication’ under 
the IRR for RA No. 11055, as amended. 

To verify a PhilID card, the user will need to access the PQRCV website 
and provide permission to access the integrated or connected camera. 
When a PhilID’s QR code is scanned using camera, three processes will 
be done.  

First, the website will check if the PhilID is active or revoked. Second, the 
embedded public key (corresponding with the private key used to digitally 
sign PhilID QR code data) will decrypt the digital signature embedded in 
the QR code. The result is a hash of the QR code data initially generated 
before printing the QR code onto the PhilID card.  Third, the website will 
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generate a second hash of the QR code data. If the first and second 
hashes match, then the QR code data has been issued by the PSA and 
has not been tampered with (i.e., it is correct). The website will display the 
data from the QR code, and this can be matched with the data printed on 
the PhilID card. The photo and ghost image can be used to determine 
whether the person presenting the PhilID is the true owner.  

The following are the three possible responses to scanning the QR code 
using the PQRCV website: 

Response Description 

PhilSys QR Code Successfully 
Verified 

The data in the QR code has been 
issued by PSA and is correct. 

PhilSys QR Code Not Recognized Either the QR code is 
damaged/unreadable or the 
information encoded has been 
tampered with.   

PhilID Card has been Revoked or 
is Inactive 

The PhilID card has been revoked 
and is not active (only available 
with an internet connection). 

Method 3: Integrating Cryptographic Verification of the Digital 
Signature in the QR Code into Relying Party Applications 

The PSA will make the public key(s) available corresponding to the private 
key(s) used to sign the data in the PhilID QR codes to relying parties so 
they can integrate cryptographic verification (i.e., the same process 
described above, except without the revocation check) into their own 
applications, including for offline use. The intention is to enable relying 
parties to accommodate PhilSys-enabled verification into their systems 
and processes with minimal disruption and maximum opportunities for 
innovation. This method qualifies as an ‘offline authentication’ under the 
IRR for RA No. 11055, as amended. 

Part II. Specifications for the PhilID QR Code 

To further enable acceptance of the PhilID and to create the possibility of 
automation, relying parties can read and act upon data stored in a QR 
code printed on the back of each card.  
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The QR code conforms to ISO/IEC 18004:2015 and is readable by 
consumer QR code-capable equipment such as mobile phones, tablets, 
and barcode scanners.  

Data represented in the QR code is not encrypted so it may be read by 
any software that is able to successfully read standard QR code formats. 

Data is encoded in JSON format for ease of processing by applications 
and the integrity of data is checked by verifying a digital signature4 
included in the JSON data packet.       

Attached as Annex B are the Attributes and Corresponding 
Description/Use for the PhilID QR Code JSON Format. 

While the online authentication is still not available, physical verification 
and other offline authentication shall be administered and the same is 
already in compliance with the procedures of RA No. 11055. Refusal to 
accept PhilID for purposes of identification has corresponding penalties. 

Further, information provided in this document is aimed at providing the 
relying parties better understanding on the features of the PhilID card to 
further its acceptance for greater inclusion, and promote ease of doing 
business for Filipinos, especially in the vulnerable sector.  

For your information, and guidance. 

DENNIS S. MAPA, Ph.D. 
Undersecretary 
National Statistician and Civil Registrar General 

RPB/EPA/ERP/MRPL 

Attachments: 
1. Annex A -  Guidelines on Validating Overt and Covert Security Features of the PhilID
2. Annex B -  Attributes and Corresponding Description/Use for the PhilID QR Code JSON Format
3. PSA Advisory dated 19 May 2021 re: Philippine Identification (PhilID) Cards as the official proof of identity for

transactions with government and private entities

4 The digital signature will be generated using EdDSA, a Schnorr-based digital signature scheme that functions 
over elliptic curves.  
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Annex A 

Guidelines on Validating Overt and Covert Security Features 
of the PhilID 
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Annex B 

Attributes and Corresponding Description/Use for the PhilID QR Code 
JSON Format 

Data relating to issuance of the PhilID (credential data Part-A): 

Attribute Description / Use 

DateIssued The month, day, and year when the batch was created. 
A batch refers to the collection of records of registered 
persons before printing. 

Issuer The issuer of the PhilID. Currently, this should only be 
set to “PSA” representing the Philippines Statistics 
Authority. 

Data relating to the subject of the PhilID (credential data Part-B): 

Attribute Description / Use 

Suffix A name suffix that follows a person's legal name and 
provides additional information about the person. 

lName The part of a person’s legal name that identifies the 
family to which he/she belongs. 

fName Refers to a name or nickname given to a person which 
may consist of one or more names in addition to the 
middle and last names. 

mName The part of a legal name between the first name and 
surname. In the Philippines, this is commonly the 
surname of a person’s mother.  

sex This refers to the biological and physiological 
characteristics that define men and women. 

BF Best Fingerprint Label 
Refers to the two clearest and most concise fingerprint 
captures of the applicant.    

DOB Date of birth 
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Attribute Description / Use 

Date of birth in Month, Date, Year format 

POB The city/municipality and province a person was born. 

PCN A randomly generated 16-digit unique number printed 
on the face of the PhilID. 

Data provided to check the integrity of the data presented: 

Attribute Description / Use 

alg The digital signature scheme used for the PhilID. 
PhilSys Registry uses the EdDSA. 

signature A unique electronic signature based on the 
demographic information of the registered person 
recorded in the PhilSys Registry.  

The signature data is Base64 encoded. 

The signature is computed based on Part-A and Part-B 
of the credential data.  

Therefore, to verify the integrity of the credential data 
contained within the QR code the signature must be 
decrypted using a Public Key provided by the PSA and 
a new hash created using demographic data presented 
in the QR code (i.e. Part-A and Part-B described above 
encrypted using the Public Key). If the signature 
decrypts successfully and the signature and the 
generated hash match then the integrity of the data can 
be inferred.  
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Example QR code data: 

Here is the sample JSON structure of the QR code. 

{  "DateIssued": "31 May 2021",  "Issuer": "PSA",  "subject": {
"Suffix": "", "lName": "Mingiz",    "fName": "Plasti", "mName": 

"Empre", "sex": "Female", "BF": "[1,10]", "DOB": "March 01, 
1947",    "POB": "Bindoy (Payabon),Negros Oriental", "PCN": 
"1234-6015-6789-5037"  },  "alg": "EDDSA",  "signature": 
"bvx1vw9QWx9V/CUlSd0hED9+aZR9FEBk3GCfdwb2BOpan1nvLcst0
AYCyF1ArBcaV0XFAJ5CMhRzyHUCea6iDw=="} 
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ADVISORY  

TO : ALL GOVERNMENT AGENCIES AND THE PUBLIC 

THRU : CIVIL SERVICE COMMISSION 

SUBJECT : Philippine Identification (PhiIID) Cards as the official 
proof of identity for transactions with government and 
private entities 

DATE : 19 May 2021 

Please be advised that as of 01 May 2021, the Philippines Statistics 
Authority (PSA) launched the third and final step of the Philippine 
Identification System (PhilSys) mass registration: distribution of Philippine 
Identification (PhiIID) cards and PhilSys Numbers (PSN) to successful 
registrants.  

Under Republic Act No. 11055 or the Philippine Identification System Act,1 
the PhilID card shall serve as the official government-issued identification 
document of cardholders in dealing with all national government agencies 
(NGAs), local government units (LGUs), government-owned or controlled 
corporations (GOCCs), government financial institutions (GFIs), State 
Universities and Colleges (SUCs), and all private sector entities. As such, 
the PhilID card shall be accepted as sufficient proof of identity, without the 
need to present any other identification documents.  

To further stress the importance of the above-mentioned provisions, the 
Act penalizes any person or entity who without just and sufficient cause 
refuses to accept, acknowledge and/or recognize the PhilID card as 
the only official identification of the holder/possessor with a fine in 
the amount of Five hundred thousand pesos (PhP 500,000.00). Finally, if 

1 Sections 6-7 

http://www.psa.gov.ph/
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the violation is committed by government official or employee, the penalty 
shall include perpetual absolute disqualification from holding any public 
office or employment in the government, including any GOCCs, and their 
subsidiaries. 
 
Please find in the attached Annex an illustration of the PhilID card and 
description of relevant security features, which can be used to determine 
its authenticity.  
 
Furthermore, in line with the Government’s commitment to personal data 
protection, tokenization2 of the PSN has been adopted as a key privacy-
by-design and security strategy of the PhilSys. To this end, please be 
advised that the permanent and irrevocable 12-digit PSN is microprinted 
on the back face of a registered person’s PhilID, which allows the 
registered person to retrieve their PSN when needed but also, importantly, 
to prevent others from being able to easily see or capture the PSN. A 16-
digit PhilID Card Number (PCN) – essentially a public and replaceable 
token of the PSN that is valid for the life of the PhilID card – is printed 
conspicuously on the front face of the PhilID card, and is intended to be 
used for authentication purposes.  
 
Registered persons are advised not to use their PSN for transactions but 
instead to use their PCN. Similarly, government agencies and private 
entities should not request or seed the PSN. The PhilSys will provide 
another form of token to be stored in databases of relying parties that are 
integrated with the PhilSys, subject to guidelines that will be issued by the 
PSA in the near future.  
 
Digital authentication and e-KYC using fingerprint, iris, facial, SMS-based 
One Time Passwords or demographic verification will be launched by PSA 
towards the end of 2021. These PhilSys-enabled Services will allow 
identity to be verified even without the need for a physical PhilID, using 
the PCN or other tokens. 
 
 

 
2 Tokenization refers to the substitution of a sensitive data element (e.g. a permanent and unique 
identifier such as the PSN) by non-sensitive equivalents, i.e. a token (e.g. PCNs), that have no 
exploitable value by themselves and can be linked back to the sensitive data element when needed 
and revoked or rotated when needed. 
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With this, all concerned government agencies, the private sector and the 
general public are advised that PhilIDs issued by the PSA shall be the 
official proof of identity of the cardholder in dealing with all NGAs, LGUs, 
GOCCs, government GFIs, SUCs, and all private sector entities.  

 
For your information and guidance. 
 
 
 
 
CLAIRE DENNIS S. MAPA, Ph.D. 
Undersecretary 
National Statistician and Civil Registrar General 
 
 
DNSLM/MBG/ECQ/RDF 
 

 

Attachment: 

1. Annex A – illustration of the PhilID card and description of relevant security features 
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Annex A - Illustration of the PhilID card and description of relevant 
security features 
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