Data Sharing

NPC Circular No. 2020-03

First National Convention on Civil Registration
and Vital Statistics (INCCRVS)
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Data Sharing

Sharing, disclosure, or transfer to a third
party of personal data under the
custody of a personal information

controller (PIC) to one or more other
PICs
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Data Sharing Agreement

e contract, joint iIssuance, or any similar document

* sets out the obligations, responsibilities, and
liabilities of the PICs involved in the transfer of
personal data

* includes the implementation of safeguards and
upholding data subject rights
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Is compliance
with other laws
requiring
submission/
sharing of
personal data a
violation of the
Data Privacy Act
of 20127
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No.

The Data Privacy Act of 2012 (DPA):

v’ Has the twin task of protecting the right to
privacy while ensuring the free flow of
information

v Should be read together with existing laws

v Not meant to prevent government from

processing personal data when necessary to
fulfill their mandates
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What are the
possible
lawful criteria
for data

sharing under
the DPA?

NATIONAL

PRIVACY
‘ ‘ COMMISSION

Section 12

U O O

Consent

Contract

Compliance with a legal
obligation

Protect vital interests of
the data subject,
including life and health

National emergency,
public order and safety,
or fulfill functions of a
public authority

Legitimate interests
(private sector only)
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Section 13

U O

U O O

Consent

Existing law and
regulation

Protection of life and
health

Public organizations
Medical treatment

Lawful rights and
Interests in court
proceedings,
establishment/exercise/
defense of legal claims,
and when provided to
goVt.
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Can we also
share
personal data
under a
special case?
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Yes.

v’ Data sharing may also be allowed pursuant to
Section 4 of the DPA which specifies the
special cases.

v’ But such data sharing should only be:
a to the minimum extent necessary;
Q to achieve the specific purpose, function, or
activity; and
Q subject to the requirements of applicable
laws, regulations, or ethical standards. (Sec.
/, NPC Circular No. 2020-03)
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Can we also
share
personal data
under a
special case?

NATIONAL
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Yes.

Special cases are personal data:

O 00O

U

that falls within matters of public concern;

processed for journalistic, artistic or literary purpose;
processed for research purpose;

necessary in order to carry out the functions of public
authority;

necessary for banks, other financial institutions
under the jurisdiction of the BSP, and other bodies
authorized by law, to the extent necessary to comply
with applicable laws; and

originally collected from residents of foreign
jurisdictions in accordance with the laws of those
foreign jurisdictions which is being processed in the
Philippines.
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In what
instances do
we nheed
consent of
the data
subject?
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When consent is:

v’ required by law/regulation; or

v’ the most appropriate lawful
basis.

Do not obtain consent if the same is not
appropriate in relation to the purpose of

\g ) : L
— processing — especially in instances where you
— are already aware that processing will continue

despite the withdrawal of consent because
some other lawful basis is relied on.
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It depends.

Always consider PROPORTIONALITY vis-a-
vis LEGITIMATE PURPOSE

1

How much
personal data Thepuronse releent
can we

collect/share?

5 3]

hot .
excessive suitable

4

necessary
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No.

v The execution of a DSA is:
Do we always 0 a sound recourse

have to execute O demonstrates accountable processing and

a data sharing good faith in complying with the
requirements of the law

agreement
(DSA) for all v The NPC shall take this into account:
sharing Q where a complaint is filed pertaining to such
data sharing and/or during any investigation
I
arrangements. Q in the conduct of compliance checks.

v DSAs need not be reviewed/approved by the
NPC.
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Sample DSA

NATIONAL
PRIVACY
COMMISSION

DATA SHARING AGREEMENT

This Data Sharing Agreement, (“"AGREEMENT”), made and entered into this__ day of by and between:

GOVERNMENT AGENCY (“FIRST PARTY
Republic of the Philippines, with principal office address at
capacity as

2 government sgency created and existing under th laws of tha
herein representzd by in his/her

and

GOVERNMENT AGENCY (*SECOND PARTY”), & govemment sgency created and sxisting under the Laws of
the Republic of the Philippines, with principal office sddress st . herein represented by
his/her capacity as___

WHFRFAS, FIRST PARTY is (indicats the identity, and mandate of ths first party.)

ND PARTY is (i

¢ the identity, and mandate of the sscond party.)

WHEREAS, (indicate purposs, i, a sp

public fu

ion or public servics)

tives of the data sharing, i.s., possible refersncs o P) Plan,

ke govermment, sic.)

WHEREAS, (sther clausss as the parties may rsqu

NOW THEREFORE, for and inconsideration of the above premises, the PARTIES herzby agree as follows:
I  DEFINITION OF TERMS. {if nscassary)
IL  PURPOSE. First Party hereby grants access to Second Party to the Personal Data described hereunder to

facilitate the =l"ar|.n_g o ansfer of personal dats from one Party to another for the followng purposes
MAIN PURPOSE)

the performan
ing personal

the Agreeriont i o failtae)
i6., pursuant to a part

(Tndicate msthod/s fo be ussd for ths procsssing of personal daia.)
IV. OPERATIONAL DETAILS. The Second Party shall process the personal data received specifically for
= purpese stated herein The First Party reserves the right to provide conditions or additional

instructions to the Second Party in relation to the transfer, storage, access, use or destruction of personal
shared.

VIIL

Security

Data subjec -
rights :

etention/ ‘
isposal
ccountability

DATA SHARING

e an

s of the operational dstails of the data sharing - ho
g he proceiiars he partis intond fo chseres it mplamarning %

(Tf ths recipient will be allowsd to discloss the shaed data or grant public acesss:

od fhat will be used

V. SECURITY MEASURES. The Parties shall ensure that there are reasonsble and appropriate
and security.

organizational, technical, and physical security measures in placa for data priv.

smeryption (AES-25

o dasa breach managemens) [May refer to NFC Cireular 16-03 for guidan,

VL. RESPONSIBILITY OF THE PARTIES.

hall:

o of tha respsctioe obligations/respo

2. The First Par!
i (Dascr
i.

litiss of the party)

'« obligations/responsibilitiss of the party)

All Parties shall comply with the provisions of the Data Privacy Act of 2012, its Implementing Rules and.
Regulations, and sl applicabls issuances of the National Privacy Commission, inchading adhsrence to
the general dats privacy principles, putting in place adequate safeguards for data privacy and security,
and upholding of data subjects’ rights, among others.

Protection Officers of the Parties are as follows:

The designated D;

IName of Agenc
INeme of Agency

They shall be accor

table for ensuring L with the ak d laws and

VII. DATA SUBJECTS’ RIGHTS. (P

relatis to their pereonal data, in

ccted data subjscts to sxsvcise their rights

ds for mechanisms that al

Tty of he ity o paricssssponsitle for addrsssing ioforraation regicss, complasats fled by o dta st

igation by ths NP

a data subject can acesss or obtai

Indicats procsdurs by

trade or indusi
that could endangsr or co

derstial and propristary
thair information

artiss may redact or prevent th
sformation, and amy othsr dstail or

ntsgrity, or availabilit

personal data under dheir contral or

tems, or suposs to har the confidsnti

custo

RETENTION AND DATA DISPOSAL. Usless otherwise provided by this Agresment, ALL personal
dats shared by the Parties by virtue of this Agreement shall be securely [etumsd, destroyed, o disposed of]
wpon the terminstion of this

(Ldentify rulss for the rstantion of

(Methad that will be adoptsd for ths sscurs return, dsstruction, or disposal, and timalins )

TERM. This Agreement will commence upon the signing thereof and shall remain in full force for
ars thereafter unless otherwise revoksd, terminated, or modified for cause by any of the
parties with prior written notice to the other party, and is subject to renswal upon agresment of th
parties;

SEPARABILITY CLAUSE. The provisions of this Asrzsment sre declarsd as separsble and in fhe event.
that any of its provisions ars declarsd null and veid in sccordance with the constitation, relevant lavs
and implementing rules and regulations, the validity of other provisions shall not be affected thereby;

NON-DISCLOSURE. The Partiss undertake to prassrve the confidentiality of this 4 t and all
relevant shared information. The terms and conditions, and shared information involved i the
lementation of this Agreement are confidential among the parties and shall not be disclosed to

snyone else except as shall be nacessary to sffectusts its terms. Any disclosurs in violstion of this section
<hall be deemmed a material violation of this Azreement

If any of the Parties is required by applicable law or legal process to disclose confidential information,
such Party shall provide the othar concerned Parties with prompt notice. Disclosures that are requirsd
by applicable Law or legal process shall not be considerad violation of this Agresment.

The non-disclosure obligation shall survive the termination or expization of this Agreement

DISPUTE RESOLUTION. All disputes, controversies or claims arising out of or relating to this
Agresment or sbout its breach, termination or invalidity shall be settled through negotiation and/or
mediation within days from receipt of 2 written notice by all the parties from the injured party.
The parties shall attempt in good faith to settle such dispute by mutual discussions between tham

Failure to resclve the matier, the same shall then be submitted to the Office of the Secretary of fustice for
zesclution/ arbitration pursuant to the provisions of Sections &6, 67, 68, 70 and 71, Chapter 14, Bock IV,
Titls 111 of Exscutive Order No. 292 (Administrative Code of 1987) in relstion to Presidential Decres Mo
242 (Prescribing the Frocadure for the Administrative Settlement of Clams and Controversies Between
or Among Government Offices, Agencies and Instnzmentalities including Govemment-Ovned-and-
Controlled Corporations and for other Purposes).

AMENDMENTS. Any medification of this Agresment will not be valid unless there is a written
concurrence of ALL PARTIES.

Purpose
Personal data
Parties

erm

perational
etails

I\ WITNESS WHEREOF, the Parties hexeto have affixed their respective signatures this __ dayof

, Philippines.
Name Name
Position Position
Name of Agency Name of Agency

WITNESSES:
DFO, Name of Agency DFO, Name of Ageney
ACKNOWLEDGEMENT
REPUBLIC OF THE PHILIPPINES )
)55,

BEFORE ME, this day of 2020, appesred the following persons, shewing to me their
respective compstent procks to identify it:

NAME GOV'T LD. NOS. DATE/PLACE IS5UED
Enown to me to be the same persons who executed the foregoing Memerandum of 2 end

acknowledged that the same is their voluntary act and deed and that of the corperation(s) being represents

This document consists of pages, including this scknovrled gement page

WITNESS MY HAND AND NOTARIAL SEAL at the place and date above written.

NOTARY PUE
Dec. Mo
Page o,
Boak Mo
Series of 2021
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Thank info@privacy.gov.ph

yOU! privacy.gov.ph

facebook.com/privacy.gov.ph
twitter.com/privacyph
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